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What is claimed is : 



k Anthn w«;o g gnftrvgrPj i n a riffy] ™^- existing physically on a medium, for use 



on av^omputer, to protect other commercial computer software by discouraging a 
rightful or an authorised user thereof from enabling or allowing other person(s) to use 
said sofrwarXdesired to be protected or a duplication copy thereof ; 

said computer conforming to or compatible with an existing standard so that 
any software conforming to or compatible with said standard can be used thereon and 
without modification thereof ; 

said authorising software being for, when executed, 1) permitting use of said 
software desired to be protected on said computer ; 2) determining the existence of 
identity software in a memory means under control of said computer ; 

said identity software being forsuse on a said standard computer to provide 
identity information of said rightful or authorised user ; 

said identity information being for to be\authenticated by a remote computing 
means in order for enabling operation(s) for which\aid rightful or authorised user has 
to be responsible, to be performed ; and the existencVof said identity software in a 
memory means under control of said computer is beingMetermined without a said 
operation being performed by said remote computer ; \ 

wherein use of said software desired to be protected on saiti computer will not 
be permitted if said identity software is determined as being not existing in a memory 
means under control of said computer ; and said authorising software and\aid identity 
software being computer software conforming to or compatible with saidXexisting 
stands^ \ 
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^oftware, stored in a device or existing physically on a medium, as 
claimed in claim 1, wherem^ftKttier comprising software, when being executed, for 
authenticating said identity software ; anchif^he result of the authentication of said 
identity software is unfavourable, said identity softwarfe-voll further be determined as 
not existing in a memory means under control of said computer , 

3. Authorising software, stored in a device or existing physically on a medium, as 
claimed in rtarni 1, wherein further comprising authenticating software for , when 
being executed, authenticating the computer on which it runs as being a particular 
predetermined computer, and if the authentication result of the computer on which it 
runs is unfavourable, said authorising software will not permit use of said software 
desired to be protected and will permibuse of said software desired to be protected if 
said authentication result of the computer is^-favourable and said identity software is 
determined as existing in a memory means underftontrol of the computer on which 
said authorising software runs. 



s4. Authorising software, stored in a device or existing physically bn a medium, as 
claimedin claim 1, wherein said operation being operation related to making-payment 
from an accbunt of said rightful or authorised user. 

5. Authorising sofrware/'stored in a device or existing physically on a medium, as 
claimed in claim 1 , wherein saioVsoftware desired to be protected comprises a plurality 
of protected programs; each of said phtected programs having validity information in 
a first predetermined location therein for indicating a valid identity of its rightful user 
exists in a second predetermined location thereby, and an encrypted identity of its 
rightful user therein; and each of said protected programs, when being executed, will 
fail to operate if said validity information therein being alterebVpr said identity therein 
and the decryption result of said encrypted identity therein being inconsistent. 
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■jthorising software, stored in a device or existing physically on a medium, as 
claimed in clami^5>wherein further comprising an encrypted identity of its rightful 
user ; and if one of said proteCted^programs stored in said computer has a valid user 
identity which being not consistent wim^-thedecryption result of said encrypted 
identity in said authorising software, said authorisingsi&ftware will not permit use of 
said protected programs . 



"7 7\Piuieuliun software , stored rrr-a-devic e_or existing physically on a medium and 
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p/ beink computer software conforming to or compatible with an existing standard, for 
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use on\a computer, to protect purchased commercial computer software by 
discouraging^ rightful or an authorised user thereof from enabling or allowing other 
person(s) to use said software desired to be protected or a duplication copy thereof ; 

said computerspnforming to or compatible with said existing standard so that 
any software conforming toN>r compatible with said standard can be used thereon and 
without modification thereof ; 

said protection software comp^ing 
/ identity software for use on said computer to provide identity information of 
said rightful or authorised user ; 

said identity information being for to be autfiisnticated by a remote computing 
means in order for enabling operation(s) for which said rightful or authorised user has 
to be responsible, to be performed ; 

authorising software for, when executed, permitting use\of said software 
desired to be protected, on said computer ; 

Wherein said identity software and said authorising software are contained in 
said protection software in such a manner that said authorising software is presented 

fe "m l" " i ll i; i tl l ffHTnm inHiviHnally 
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8>Trotcctignsoftware, stored in a device or existing physically on a medium, as 
claimed in claim 7, wHereu^said operation being operation related to making payment 
from an account of said rightful oralrthorised user. 

9. Protection software , stored in a device or existingphysically on a medium, as 
claimed in claim 7, wherein said authorising software includes saidutontity software. 

"j £ 0- Authorising piUKimn rst8fed_j n_a device or existing physically on a med iun^for 
useoXa computer, to protect other commercial computer software by discouraging a 
rightful om authorised user thereof from enabling or allowing other person(s) to use 
said software ab^ired to be protected or a duplication copy thereof ; 

said compute^conforming to or compatible with an existing standard so that 
any software conforminglo or compatible with said standard can be used thereon and 
without modification thereof ;\ 

said authorising program being for, when executed, permitting use of said 
software desired to be protected on said\omputer ; 

wherein information representative of an encryption algorithm for providing 
identity information of said rightful or authorised user, exists in said authorising 
program and being accessible by the user thereof o\when said authorising program 
being executed, capable of being used by said authorising program to perform the 
corresponding encryption function which being user-usable ; 

said identity information being for to be authenticated by demote computing 
means in order for enabling operation(s) for which said rightful or authorised user has 
to be responsible, to be performed ; and said authorising program being computer 

snf twa r * r.nn frrr"ing tn or rntyip flti hle wjtb *™<* e x i a t in ^ L t .m i 1.m1 \ 
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11. Autnorist»g4J£ogram, stored in a device or existing physically on a medium, as 
claimed in claim 10, wheremsaia--©pexation being operation related to making 
payment from an account of said rightful or authonsefrnser. 

- PrnTPrnnn cAthvarp s nnnn| in ^ ■ H'jpn nr p?fif i tinc phynirnl l y on n ma inim and 
beingscomputer software conforming to or compatible with an existing standard, for 
use on a computer, to protect other commercial computer software by discouraging a 
rightful or airauthorised user thereof from enabling or allowing other person(s) to use 
said software desired to be protected or a duplication copy thereof ; 

said compute\conforming to or compatible with said existing standard so that 
any software conforming^ or compatible with said standard can be used thereon and 
without modification thereof^ 

said protection software comprising : 
identity software for, with protection against used by unauthorised user, 
providing identity information of said rightful or authorised user ; 

said identity information being for t\be authenticated by a remote computing 
means in order for enabling operation(s) for whtc^h said rightful or authorised user has 
to be responsible, to be performed ; 

authorising software for, when executed, permitting use of said software 
desired to be protected on said computer ; 

wherein use of said software desired to be protected vsHll not be permitted if 
said protected identity software is not being caused to be usable oy a predetermined 
password or non-machine generated password entered by user ; and said identity 
software is not being used to provide said identity information for to be authenticated 
by said remote computing means, in permitting use of said software desire4 to be 
p rot e cted . 
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l3. Authonsing piugfam^stored in a device or existing physically on a medium, as 
claimed in claim 12, wherein said operation being operation related to making 
payment from an account of said rightful or authorised i 
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AiitVmHninpr mfhirt<rp | ^ f pfl in a device or existing physically on a mediu m, for 
use on a computer , to protect other commercial computer software by discouraging a 
rightful or authorised user thereof from enabling or allowing other person(s) to use 
said software\desired to be protected or a duplication copy thereof; 

said commxter conforming to or compatible with an existing standard so that 
any software conforming to or compatible with said standard can be used thereon and 
without modification thereof ; 

said authorising software being for, when executed, 1) permitting use of said 
software desired to be protected on\aid computer ; 2) authenticating identity software 
existing in a memory means under control of said computer ; 

said identity software being for useN?n a said standard computer to provide 
identity information of said rightful or authoriseasiser ; 

said identity information being for to be authenticated by a remote computing 
means in order for enabling operation(s) for which said rightful or authorised user has 
to be responsible, to be performed ; 

wherein use of said software desired to be protected wilKnot be permitted if 
the result of said authentication of said identity software is not favourable ; and said 
authorising software and said identity software being computer software amforming 
to or- e o nipatible with said existing atandard . 




157AuTKmTSHig42rogj^am, stored in a device or existing physically on a medium, as 
claimed in claim 14, wheremsaid-orjeration being operation related to making 
payment from an account of said rightful or authonsSoSiser. 




